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CYBER SECURITY: THE CHALLENGES FACING
OUR NATION IN CRITICAL INFRASTRUC-
TURE PROTECTION

TUESDAY, APRIL 8, 2003

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON TECHNOLOGY, INFORMATION POLICY,
INTERGOVERNMENTAL RELATIONS AND THE CENSUS,
COMMITTEE ON GOVERNMENT REFORM,
Washington, DC.

The subcommittee met, pursuant to notice, at 9:30 a.m., in room
2247, Rayburn House Office Building, Hon. Adam Putnam (chair-
man of the subcommittee) presiding.

Present: Representatives Putnam and Clay.

Staff present: Bob Dix, staff director; John Hambel, senior coun-
sel; Chip Walker, Scott Klein, and Lori Martin, professional staff
members; Ursula Wojciechowski, clerk; David McMillen, minority
professional staff; and Jean Gosa and Early Green, minority clerks.

Mr. PUTNAM. A quorum being present, this hearing of the Sub-
committee on Technology, Information Policy, Intergovernmental
Relations and the Census will come to order.

Good morning, and welcome to a series of planned hearings on
cyber security, a topic that is critically important and one that has
largely been neglected both in congressional debate, private sector
action, and administrative action. It is a pleasure to have a distin-
guished panel of witnesses with us this morning.

Virtually every aspect of our lives is in some way, shape, or form
connected to computers. Networks that stretch from coast to coast
or around the world connect these computers to one another. In the
traditional sense, we have thought of our security as a Nation in
the physical—bridges, power plants, water supplies, airports, etc.
Security of our physical infrastructures has been a high priority
and a particularly visible priority since September 11, 2001.

The military, customs, and border patrol are charged with pro-
tecting and securing our borders. The Coast Guard protects our wa-
terways. Federal, State, and local law enforcement officials protect
our bridges, railways, and streets and provide for our own personal
protection. But in this day and age, this type of one-dimensional
thought is no longer adequate. Our critical infrastructure of the
cyber kind must have the same level of protection if we are to be
secure as a Nation from random hacker intrusions, malicious vi-
ruses, or worse—serious cyber terrorism.

There are several things unique to cyber attacks that make the
task of preventing them particularly difficult. Cyber attacks can
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occur from anywhere around the globe; from the caves of Afghani-
stan to the war fields of Iraq, from the most remote regions of the
world or simply right here in our own back yard, perhaps in the
bedroom of some 16-year-old who is particularly gifted in comput-
ers and electronics. The technology used for cyber attacks is readily
available and changes continuously. And perhaps most dangerous
of all is the failure of many people, critical to securing these net-
works and information from attack, to take the threat seriously, to
receive adequate training, and to take the steps needed to secure
their networks. I am happy to say today that all of the witnesses
here are on the forefront of this war—on cyber terrorism—and I
am looking forward to their insightful testimony.

In May 1998, President Clinton released Presidential Decision
Directive No. 63. This Directive set up groups within the Federal
Government to develop and implement plans that would protect
Government-operated infrastructures and called for a dialog be-
tween Government and the private sector to develop a National In-
frastructure Assurance Plan that would protect all of the Nation’s
critical infrastructures by 2003. The Directive has since been sup-
plemented by Executive Order 13231, which established President
Bush’s Critical Infrastructure Protection Board and the President’s
National Strategy for Homeland Security.

Since January 2001, efforts to improve Federal information secu-
rity have accelerated at individual agencies and at the Govern-
ment-wide level. For example, implementation of Government In-
formation Security Reform Act [GISRA] legislation, enacted by the
Congress in October 2000 was a significant step in improving Fed-
eral agencies’ information security programs and addressing their
serious, pervasive information security weaknesses. In implement-
ing GISRA, agencies have noted benefits, including increased man-
agement attention to and accountability for information security.
Although improvements are under way, recent GAO audits of 24 of
the largest Federal agencies continue to identify significant infor-
mation security weaknesses that put critical Federal operations
and assets in each of those agencies at risk.

On December 17, 2002, the Federal Information Security Man-
agement Act [FISMA], was enacted as Title III of the E-Govern-
ment Act of 2002. FISMA permanently authorizes and strengthens
the information security program, evaluation, and reporting re-
quirements established by GISRA. Among its provisions, it also re-
quires the National Institute of Standards and Technology to de-
velop standards that provide mandatory minimum information se-
curity requirements for Federal information security systems.

While securing Federal information systems is critical, so is se-
curing the critical infrastructure of the Nation—80 percent of
which is privately controlled. Reports of computer attacks abound.
The 2002 report of the Computer Crime and Security Survey con-
ducted by the Computer Security Institute and FBI’s San Francisco
Computer Intrusion Squad showed that 90 percent of the respond-
ents, mostly large corporations and Federal agencies, had detected
computer security breaches within the last 12 months; 90 percent.
In addition, the number of computer security incidents reported to
the CERT Coordination Center rose from over 9,800 in 1999 to over
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52,000 in 2001 and over 82,000 in 2002. And these are only the at-
tacks that are reported.

The director for CERT Centers, operated by Carnegie Mellon
University, stated that he estimates as much as 80 percent of ac-
tual security incidents go unreported. In most cases, this is because
either the organization was unable to recognize its systems have
been penetrated or there were no indications of penetration or at-
tack, or the organization was just reluctant to report.

Our own GAO has found a disturbing trend among Federal agen-
cies. In both 2001 and 2002, GAO continued their analysis of audit
reports for 24 major departments and agencies. The audits identi-
fied significant information security weaknesses in each that put
critical Federal operations and assets at risk.

While the Federal Government and private sectors have made
improvements in cyber critical infrastructure protection, there is
still much work to be done. In July 2002, GAO identified at least
50 Federal organizations that have various national or multiagency
responsibilities related to cyber critical infrastructure protection.
The interrelationship of these organizations is vital to a successful
cyber CIP strategy. These organizations also interrelate and coordi-
nate with even more private sector organizations as well as the
State and local governments.

The ability of all of these groups to communicate well, to under-
stand the risks involved, accept common goals and minimum stand-
ards, and accept full accountability will be the keys to a successful
national effort to protect the Nation’s critical infrastructures and
our Government networks.

This subcommittee accepts the serious nature of the oversight re-
sponsibility related to this topic, and this hearing today is simply
the beginning of what will be a series of hearings that examine and
measure the progress toward achieving true cyber security.

We are delighted to be accompanied by the gentleman from Mis-
souri, the ranking member, Mr. Clay. I recognize you for any open-
ing remarks. Thank you for joining us.

[The prepared statement of Hon. Adam H. Putnam follows:]
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STATEMENT OF THE CHAIRMAN

“Virtually every aspect of our lives is in some way, shape or form connected to
computers. Networks that stretch from coast to coast, and, in fagt, around the world
connect these same computers to each other. In the traditional sense, we have thought of
our security as a Nation in the physical...bridges, power plants, water supplies, airports,
etc. Securing our physical infrastructures has been a highly visible priority, particularly
since 9-11.

“The military, customs, and border patrol are charged with protecting and
securing our borders. The Coast Guard protects our waterways. Federal, state, and local
law enforcement protect our bridges, railways, and streets and provide for our own
personal protection. However, in this day and age, this type of one-dimensional thought
is no longer adequate. Our critical infrastructure, of the cyber kind, must have the same
level of protection if we are to be secure as a Nation, from random hacker intrusions,
malicious viruses or worse — serious cyber terrorism.

“There are several things unique to cyber attacks that make the task of preventing
them particularly difficult. Cyber attacks can occur from anywhere around the globe:
from the caves of Afghanistan to the war fields of Iraq, from the most remote regions of
the world or simply right here in our own back yard. The technology used for cyber
attacks is readily available and changes continually. And, maybe most dangerous of all,
is the failure of many people -- critical to securing these networks and information from
aftack -- to take the threat seriously, to receive adequate training, and to take steps needed
to secure their networks. I am happy to say today that all of the witnesses here today are
on the forefront of this war -- on cyber terrorism -- and I'm looking forward to their

insightful testimony.
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“In May 1998, President Clinton released Presidential Decision Directive No. 63.
The Directive set up groups within the federal government to develop and implement
plans that would protect government-operated infrastructures and called for a dialogue
between government and the private sector to develop a National Infrastructure
Assurance Plan that would protect all of the nation’s critical infrastructures by 2003. The
Directive has since been supplemented by Executive Order 13231, which established
President Bush’s Critical Infrastructure Protection Board and the President’s National

Strategy for Homeland Security.

“Since January 2001, efforts to improve federal information security have
accelerated at individual agencies and at the government wide level. For example,
implementation of Government Information Security Reform Act legislation (GISRA)
enacted by the Congress in October 2000 was a significant step in improving federal
agencies' information security programs and addressing their serious, pervasive
information security weaknesses. In implementing GISRA, agencies have noted benefits,
including increased management attention to and accountability for, information security.
Although improvements are under way, recent GAO audits of 24 of the largest federal
agencies continue to identify significant information security weaknesses that put critical
federal operations and assets in each of these agencies at risk.

“On December 17, 2002, the Federal Information Security Management Act
(FISMA) was enacted as Title III of the E-Government Act of 2002. FISMA
permanently authorizes and strengthens the information security program, evaluation, and
reporting requirements established by GISRA. Among its provisions, it also requires The
National Institute of Standards and Technology to develop standards that provide
mandatory minimum information security requirements for federal information systems.

“While securing federal information systems i$ critical, so is securing the critical
infrastructure of the nation -- 80 percent of which is privately controlled. Reports of
computer attacks abound. The 2002 report of the “Computer Crime and Security
Survey,” conducted by the Computer Security Institute and the FBI's San Francisco
Computer Intrusion Squad showed that 90 percent of the respondents (primarily large
corporations and government agencies) bad detected computer security breaches within
the last 12 months. In addition, the number of computer security incidents reported to the
CERT Coordination Center rose from 9,859 in 1999 to 52,658 in 2001 and 82,094 in
2002. And, these are only the reported attacks.

“The Director, CERT Centers, operated by Carnegie Mellon University, stated,
that he estimates that as much as 80 percent of actual security incidents go unreported, in
most cases, because (1) the organization was unable to recognize its systems had been
penetrated or there were no indications of penetration or attack, or (2) the organization

was reluctant to report.

“Our own General Accounting Office has found a disturbing trend among federal
agencies. In both 2001 and 2002, GAO continued their analyses of audit reports for 24
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major departments and agencies. The audits identified significant information security
weaknesses in each that put critical federal operations and assets at risk.

“While the federal government and private sectors have made important
improvements in cyber CIP, clearly there is still much work to be done. In July of 2002
GAO identified at least 50 federal organizations that have various national or
multiagency responsibilities related to cyber CIP. The interrelationship of these
organizations is critical to a successful cyber CIP strategy. These federal organizations
also interrelate and coordinate with even more private sector organizations as well as

state and local governments.

“The ability of all these groups to communicate well, understand the risks
involved, accept common goals and minimum standards, and accept full accountability
will be the keys to a successful national effort to protect the nation’s critical
infrastructures and our government networks.

“This Subcommittee accepts the serious nature of the oversight responsibility
related to this topic, and this hearing today is just the beginning of what will be a series of
hearings that examine and measure the progress towards achieving true Cyber security.”

#iH#



7

Mr. CLAY. Good morning. Thank you, Mr. Chairman, for calling
this hearing. I would like to welcome the witnesses who are going
to testify before us today. The issue before us today, as the chair-
man has pointed out, is as critical as any national security issue.
Unfortunately, it is even more complex than most.

There are really two issues before us today. First, as the title of
this hearing implies, we must examine the processes in place for
protecting our Nation’s critical infrastructures, like the telephone
system, financial systems, the supply of electricity, natural gas,
water, and emergency services. Second, and equally important, we
must examine the security of the computer systems that run our
Government from day to day.

Just last November, this committee issued a report on computer
security where only 3 agencies got grades of C or above and 14
agencies failed. Some of the answers to these questions are the
same. Computer security takes place in the trenches. If the man
or woman sitting at the desk does not do the proper thing, then our
systems will not be secure. If the system administrator does not in-
stall the proper patches when they become available, then our sys-
tems will not be secure. If the procurement officer does not exam-
ine software for security features before recommending or approv-
ing a purchase, then our system will not be secure. All of the secu-
rity plans in the world will not make our systems secure unless
those at the heart of the system do their job.

As we have learned, computer security has not been a priority
at agencies. Over the past 4 years, Congress has steadily turned
up the heat. Former Representative Horn issued a number of re-
port cards, each one showing the situation was worse than we real-
ized. One of the lessons from that experience was that when we
asked agencies to evaluate themselves, they are often overly opti-
mistic. Last year, the report cards, based primarily on audit report
from the Inspector General, were the worst ever.

We may have turned the corner. Last year, we passed the Fed-
eral Information Security Management Act [FISMA], which is a
significant step forward in setting out requirements for computer
security that agencies must follow. Now we must assure that those
requirements are implemented. It is my understanding that OMB
has yet to issue the guidance required under FISMA. I hope that
Mr. Forman will tell us that OMB has renewed its efforts to assure
that the requirements of FISMA are implemented.

We have a long way to go but I believe we are on the right track
to secure our Government’s day to day computer system. I am not
sure I can say the same thing about protecting our critical infra-
structure. While I believe we are making progress in this arena, it
is very slow. It has been almost 7 years since President Clinton es-
tablished the President’s Commission on Critical Infrastructure
Protection and almost 5 years since President Clinton issued Presi-
dential Decision Directive No. 63, to assure critical infrastructure
protection. I expect our witnesses today will report on how we are
progressing toward the goals established in that Directive.

What concerns me, however, is that we have entered an era
where things like critical infrastructure protection and Homeland
Security are being used to erode our open Government. Just last
week, USA Today reported that we are facing the biggest rollback
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of open Government laws since those laws were passed 30 years
ago. What is tragic is that this renewed emphasis on secrecy is un-
necessary. In the 19th century, the cryptographer August Kirkovs
set down a principle that is the most advanced work in cryptog-
raphy today: “In good systems, the system should not depend on se-
crecy and it should be able to fall into the enemy’s hands without
disadvantage.” Put another way, the knowledge that American citi-
zens are going to jump anyone who tries to hijack a plane does
more to prevent hijacking than all of the secret plans at the Trans-
portation Security Agency. If we sacrifice the fundamental prin-
ciples of our society in the name of security, we have won neither
security nor freedom. Thank you, Mr. Chairman.

Mr. PutNaM. Thank you very much.

At this time we will begin with our witnesses. All of you have
been very gracious to provide thorough written testimony. As you
know, we ask that you limit your oral presentation to 5 minutes.
There is a light box on your table; the green light means that you
may begin your remarks, and the red, we ask you to begin to sum
up because the time has expired. We do have several witnesses and
some panel members who are on a tight time schedule and we will
attempt to be as thorough and as efficient as possible.

As you know, it is the policy of this committee that we swear in
witnesses. So please rise and raise your right hands.

[Witnesses sworn.]

Mr. PurNaM. Note for the record that all of the witnesses re-
sponded in the affirmative.

I would like to begin the first panel with Richard Clarke. Richard
Clarke is an internationally recognized expert on security, includ-
ing homeland security, national security, cyber security, and
counter-terrorism.

He has served the last three Presidents as a senior White House
advisor. Over the course of a record setting 11 consecutive years of
White House service, he has held the titles of special assistant to
the President for global affairs, national coordinator for security
and counter-terrorism, and special advisor to the President for
cyber security.

Prior to his White House years, Mr. Clarke served for 19 years
in the Pentagon, the Intelligence Community, and State Depart-
ment. During the Reagan administration, he was Deputy Assistant
Secretary of State for Intelligence. During the first Bush adminis-
tration, he was Assistant Secretary of State for political-military af-
fairs and coordinated diplomatic efforts to support the first Gulf
war and the subsequent security arrangements.

Today Mr. Clark consults on a range of issues, including: cor-
porate security risk management, information security technology,
dealing with the Federal Government on security and IT issues,
and counter-terrorism. Clearly, he is a well-qualified witness for
this subcommittee hearing.

We are delighted to have you with us, Mr. Clarke. With that, you
are recognized for 5 minutes.
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STATEMENTS OF RICHARD CLARKE, FORMER SPECIAL ADVI-
SOR TO THE PRESIDENT FOR CYBERSPACE SECURITY; MI-
CHAEL A. VATIS, DIRECTOR, INSTITUTE FOR SECURITY
TECHNOLOGY STUDIES AT DARTMOUTH COLLEGE AND
CHAIRMAN, INSTITUTE FOR INFORMATION INFRASTRUC-
TURE PROTECTION; AND MARK A. FORMAN, ASSOCIATE DI-
RECTOR, INFORMATION TECHNOLOGY AND ELECTRONIC
GOVERNMENT, OFFICE OF MANAGEMENT AND BUDGET

Mr. CLARKE. Thank you, Mr. Chairman, Mr. Clay. Mr. Chair-
man, first let me start by commending you for having this hearing
and recognizing the importance of this issue. Your remarks were
right on point. I am not surprised that you are on top of this issue.
I recall very well that long before September 11th, you asked me
when I was the Counter-Terrorism Czar to come up and brief you
on al-Qaeda before most Members of the Congress knew what al-
Qaeda was. So I am not surprised that you are on top of this issue
before other people.

I would hope that with cyber security we could do more to raise
our defenses before we have a major disaster. With al-Qaeda, un-
fortunately, we had to wait until we had a major disaster for peo-
ple to get it and for people to act on that understanding. It would
be nice if, for once, we were able to get the Congress and the ad-
ministration and the corporate world to understand the issue be-
fore the disaster occurs.

The problems that we have had to date in cyber security are
minor when compared to the potential. And the mistake a lot of
people make is that they look at the past as a predictor of the fu-
ture, that the past $17 billion a year worth of damage by cyber se-
curity they think is just a minor nuisance. Unfortunately, as long
as we have major vulnerabilities in cyberspace and we do not ad-
dress those major vulnerabilities, we run the potential for some-
body doing us much more severe damage than has been done to
date. So people who look at the cost of cyberspace security prob-
lems today and say those problems are not significant should in-
stead be looking to the future and what could happen based on the
vulnerabilities that exist.

Mr. Chairman, I have suggested in my written testimony 10
things which I think this committee and the Congress could do in
general. Let me quickly go over them in the time allowed.

First and foremost, I think the Department of Homeland Secu-
rity must be the focus, the location in the executive branch that
has clear responsibility for cyberspace security. That is the intent
of President Bush’s National Strategy. Unfortunately, the depart-
ment in its early days, and I admit these are early days, has not
organized itself to take on that heavy responsibility, has not cre-
ated a Cyberspace Security Center, has not recruited senior recog-
nized cyberspace security experts. Until it does, we will continue to
have a major problem.

Second, we still lack a Chief Information Security Officer for the
Federal Government. I have the utmost respect for my friend and
colleague Mark Forman, but he is not the Chief Information Secu-
rity Officer. We do not have one. You would think that since Con-
gress has given to OMB by law the responsibility for managing the
IT security of the Federal agencies, except for the Defense Depart-
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ment and the Intelligence Community, that they would have a
large staff of people dedicated fully to this issue. They do not. And
until they do, we are likely to continue to have 14 agencies getting
Fs and no agencies getting better than C. No matter what laws we
pass, no matter what acronyms we adopt—FISMA, GISRA—until
there is a clear full-time responsible official in the White House
with a full-time responsible staff that is sufficiently large and suffi-
ciently qualified, we will not be able to implement these laws.

Third, the Congress passed last year the Cyber Security Re-
search Act. I think it is important that authorization be matched
with an appropriate appropriation this year.

Fourth, I think the committee ought to look at the mechanisms
of the Internet itself, the things which are owned in common, not
by the Government, not by a particular company, but the Internet
mechanisms for traffic flow, all of which are highly vulnerable as
was proved by the attack on the Domain Name System last year.

Fifth, I think rather than asking GAO to do periodic onsite in-
spections and come up with reports, GAO should be authorized by
this committee to buy the devices which are now available to allow
auditing and scanning of major enterprises for the 2,800 known
vulnerabilities on a daily basis. The technology is deployed in the
private sector. It allows companies’ CEOs, COOs, on a daily or
weekly basis, to see every machine in their network and to see
whether or not it is fixed, whether or not it is vulnerable. GAO
should have that technology and it should have it deployed in all
of the major Government agencies, so you, Mr. Chairman, members
of this committee can get a weekly report, a monthly report, rather
than having these one-off GAO inspections every year, which are
costly and which do not give you the same results as this kind of
automated auditing against the 2,800 known vulnerabilities.

Sixth, the General Services Administration has put into place a
Patch Management System. And as Mr. Clay said, there is a real
problem in this Government with a lack of people fixing patches.
That Patch Management System is a great place to invest addi-
tional dollars, the best place where we can invest in order to im-
prove security.

Let me stop there, Mr. Chairman, as my time is up.

[The prepared statement of Mr. Clarke follows:]
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Mr. Chairman,

It is a pleasure to testify before your committee today, the first time I have
testified before any Congressional committee since leaving the Federal
service several weeks ago after thirty years.

Before I begin, however, I would like to pay tribute to Chairman Putnam,
both for calling this hearing and for his keen interest in the security of the
United States. Almost no one knows that when Congressman Putnam first
came to the House, before the events of September 11%, he sought out a
Special Assistant to the President for a briefing on the threats posed by al
Qida at a time when many in Congress and most people in America did not
know what al Qida was.

It is not surprising to me, therefore, that you are now focusing on Cyber
Security, Mr. Chairman. Once again, you are seeking to understand the

emerging threats to our country before they can damage us.

The Threat and the Vulnerabilities

Let me begin by talking a little bit about the threat and the vulnerabilities.

For many, the cyber threat is hard to understand. They think that these cyber
attacks are unfortunate, but are just a cost of doing business; just a minor
nuisance in a multi-trillion dollar economy. No one has died in a cyber
attack, after all, there has never been a smoking ruin for cameras to see.

Such reasoning is dangerous. Implicit in such thinking is the unarticulated
notion that the only cyber attacks that can happen in the future are those
similar to what has happened in the past. Implicit is the 20 century notion
that if it is not a smoldering heap with a body count, there has been no real
damage.
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That is the kind of thinking that said prior to September 11" that the only
kind of hijacking we will ever have in the US would be the flights to Havana
we had in the past. It is the kind of thinking that said we never had a major
foreign terrorist attack in the United States, so we never would; Al Qida has
just been a nuisance, so it never will be more than that.

The threat is really very easy to understand. If there are major
vulnerabilities in the digital networks that make our country run, then
someday, somebody will exploit them in a major way doing great damage to
the economy. What could happen? Transportation systems could grind to a
halt. Electric power and natural gas systems could malfunction.
Manufacturing could freeze. 911 emergency call centers could jam. Stock,
bond, futures, and banking transactions could be jumbled. If that major
attack comes at a time when we are at war, it could put our forces at great
risk by having their logistics system fail.

Meanwhile, short of the Big Attack, there is damage being done every day.
The threat ranges from minor cyber vandalism to theft of intellectual
property and personal identity, to extortion, industrial espionage,
international spying, to stoppages of sales or production. The culprits range
from cyber joy riders, to thieves, to organized criminals, to corporate spies,
to terrorist groups, to nation states.

Several nation states, including our own, have formed intelligence and
military units to exploit cyber vulnerabilities for information collection and
for damaging enemies’ infrastructure in future wars. They all must think
there is some potential for doing serious damage to an enemy not with
bombs and bullets but with bits and bytes.
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I am not alone in thinking there is a serious cyber threat. Who is convinced
that the threat is real and important to our national economy and national
security? In 1997 a Presidential Commission of distinguished leaders
concluded there was an urgent threat. A National Academy of Sciences
panel reached the same conclusion. A Presidential Decision Directive and
National Plan followed. Then in the Bush Administration, the President
signed an Executive Order and a National Strategy on cyber security.
President Bush requested an increase of 64% in cyber security spending to
defend federal departments’ systems in his first budget. The Congress
approved it and added its own Cyber Security Research Act. The House of
Representatives recently formed a Cyber Security sub-committee.

In the private sector, while spending is down, IT security spending is up.
Companies are buying software and hardware to find and fix their
vulnerabilities. Segments of the private sector have united to form groups to
share information about cyber security and to develop best practices to
prevent and recover from cyber attacks.

Every few weeks brings further evidence that there are significant
vulnerabilities in our national cyber infrastructure.

In January, someone wrote a little piece of computer code. 1t was a simple
enough task. They took a glitch in Microsoft’s SQL Server software that
Microsoft had warned about months before and for which Microsoft had
provided a fix. Then the hacker added a couple of lines of code that would
cause their little program to search the internet for systems that had not
applied the fix. When the program found such “unpatched” systems, the
code would use the glitch to enter the vulnerable computer, destroy files, and
use the infected computer as a launch point to attack any other computer it
could find.
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Then the hacker hit “send.”

Fifteen minutes later, over 300,000 computers were crashing. Some bank
ATM machines went off line. Some routers that run computer networks
flapped and were unable to send internet traffic. Some 911 call systems
were hit. An airline cancelled flights. Some companies, unable to work,
sent employees home. Untold millions of dollars were spent cleaning it up.

That was all the work of one hacker, exploiting a vulnerability in one
company’s server software that had been known for months, and which most
systems administrators had fixed. But because of the high degree of
interconnectedness and interdependency in cyberspace, systems in addition
to servers crashed, companies that had fixed the vulnerability were hit
anyway, and companies that were not even running the software were
damaged.

That attack was not hard to write. And it was just one of many such attacks
that have been tried in the last few years.

The vulnerability that was exploited was just one of the 2800 glitches in
software that have been publicly revealed.

In addition to the January worm I discussed called “sapphire” recent months
have seen the first concerted attack on the mechanisms of the internet itself,
the Domain Name System servers. We have also seen the discovery of a
major flaw in “Send Mail” a system used widely in government and
industry.

They are just the tip of the iceberg.
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People who ask “who is the threat” are to some extent missing the point. As
long as there are major vulnerabilities in our cyber infrastructure, and there
are many, some one will exploit them. We can not anticipate and stop every
threat. We can, however, start systematically to eliminate the vulnerabilities
they could exploit.

‘What is to be Done?

Mr. Chairman, the President issued a National Strategy to Secure
Cyberspace in February. It was the work of thousands of Americans from
all sectors of our economy. It was developed with 10 White House Town
Hall meetings held around the country. A first draft of the Strategy was
posted for all America to review and comment upon.

The five National Priorities and the numerous specific steps under each of
those priorities are a road map for government partnership with the private
sector to begin eliminating the cyber vulnerabilities.

I want to highlight ten specific steps, which I believe deserve immediate
attention of the House and of this Committee.

First, the Department of Homeland Security must organize itself and recruit
the personnel necessary to carry out its significant responsibilities under the
President’s approved Strategy. Three of the five priorities in the strategy
call upon DHS to take the lead. To date, DHS has not formed a National
Cyber Security Center to be the focal point for its responsibilities in this
area. Nor have they recruited a cadre of nationally recognized cyber security
experts. They are not currently in position to carry out their responsibilities
under the President’s National Strategy.
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Second, the U.S. Government must have a Chief Information Security
Officer to insure that the Federal departments secure their systems. That
CISO must have executive authority to direct action by agencies. Without
such an official departments will continue as they have for years, vulnerable
to cyber intrusion and woefully behind in the deployment of modern IT
security technology. To date OMB has attempted to perform this function
with one or two people buried in their bureaucracy and an interagency
committee of the CIO Council, which lacks both expertise and authority.

Third, the Congress should appropriate the funds authorized by the Cyber
Security Research Act, even if the Administration does not seek the full
authorization. In doing so, the Congress should front end load the multi-
year $900 million with three year programs. Funds should not go to
universities alone, as is the tradition with the National Science Foundation,
but should be made available to the Federally Funded research and
Development Centers and National Labs such as MITRE, Los Alamos, and
Livermore. ‘

Fourth, Congress should direct the implementation of a program to secure
the mechanisins of the internet that are owned in common, specifically the -
Domain Name System (DNS) and the Border Gateway Protocol (BGP).
These two sysiems are extremely vulnerable today and their destruction or
damage could halt the internet and all associated networks. -

Fifth, Congress should direct and fund the GAO to install vulnerability
scanning sensors in all Federal departments’ networks. Such sensors are
available commercially are work well. These sensors could report daily,
weekly, or monthly on which of the 2800 known vulnerabilities are present
in each network. With this knowledge, the departments could eliminate the
vulnerabilities. The reports of the sensors should be given to this
Committee, to the Inspector Generals of the Departments so that they can
carry out their legal responsibilities with regard to cyber security, to the
department CIOs, and to the Department leadership.
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Sixth, this Committee should direct the expansion of the Patch Management
System recently created by GSA. Over 90% of detected intrusions utilize
known vulnerabilities for which a fix or “patch” had already been made
publicly available. The GSA Patch system makes these fixes freely
available to departments on a voluntary basis. The new system should be
expanded to identify when the patches have been applied (and when they
have not been) and to identify in advance potential conflicts between the
patching software and other widely utilized software. Expanding this
program is the most cost effective expenditure that this Committee could
direct.

Seventh, this Committee should require that all Federally employees utilize a
Common Access Card similar to the DOD “CAC” program to log on to their
computers. The CAC is a multi-factor authentication device that can
replace vulnerable passwords and can permit encryption. DOD has proved it
can work.

Eighth, this Committee should communicate to the Executive Branch
agencies its support for increased out sourcing of IT security to Managed
Security Providers (MSPs). We kid ourselves, Mr. Chairman, if we believe
that most departments can operate 24 x 7 command centers to monitor
intrusion detection devices and firewalls. Moreover, these systems
constantly alarm and only trained experts with a synoptic view over a wide
range of networks can tell the wheat from the chaff.

Ninth, the Congress should support the expansion of private sector Cyber
Security Best Practices, Information Sharing, and Cyber Security Risk
Management Insurance. These three elements are essential to the success of
a voluntary, non-regulatory approach to private sector cyber security. To do
so, Congress should, inter alia, hold oversight hearings into the
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implementation of the voluntary guidelines and Best Practices developed by
the FCC’s National Interoperability and Reliability Council (NIRC) for
Internet Service Providers (ISPs). Congress should consider cost sharing
with the Information Sharing and Analysis Centers (ISACs) formed by
industry groups. The Terrorism Risk Insurance Act should be examined for
the role that in can play in encouraging the insurance industry to underwrite
cyber security risk policies, based on Best Practices.

Finally, Mr. Chairman, the Congress should require every department to

operate a Cyber Security Awareness program to train employees on the risks
of poor IT security and the steps they can each take to help secure the
networks. Many Federal employees do not know when they are placing
their department’s network at risk by their own practices. Boring lectures
and employee handbooks will not suffice. Departments should employ
Learning /Teaching Computer Games, contests, and other inhovative
techniques.

These ten steps alone are not sufficient, but they are within the power of this
Committee or this Congress, and they would be a very good start. Thank
you again for the opportunity to testify before this Cominiiiee.
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Mr. PutNaM. Thank you very much.

At this time we are pleased to welcome to the Subcommittee Mi-
chael Vatis. Mr. Vatis is Director of the Institute for Security Tech-
nology Studies at Dartmouth College and the Chairman of the In-
stitute for Information Infrastructure Protection, or I3P. ISTS is a
principal national center for research, development, and analysis of
counter-terrorism and cyber security technology. I3P is a consor-
tium of major research organizations, whose mission is to develop
a national R&D agenda for information infrastructure protection,
promote collaboration among researchers, and facilitate and fund
research in areas of national priority.

Between 1998 and 2001, Mr. Vatis founded and served as the
first director of the National Infrastructure Protection Center in
Washington, now part of the Department of Homeland Security.
NIPC was the lead Federal agency responsible for detecting, warn-
ing of, and responding to cyber attacks, including computer crime,
cyber-terrorism, and cyber-espionage.

Mr. Vatis has also served in the U.S. Departments of Justice and
Defense. As Associate Deputy Attorney General and Deputy Direc-
tor of the Executive Office of National Security, he coordinated the
Justice Department’s national security activities and advised the
Attorney General and Deputy Attorney General on issues relating
to counter-terrorism, high-tech crime, counter-intelligence, and in-
frastructure protection. He is a graduate of Princeton and Harvard.

Welcome, Mr. Vatis.

Mr. VaTis. Thank you, Mr. Chairman. It is a pleasure to be here
this morning to testify before you and the subcommittee along with
my distinguished colleagues. I would like to wholeheartedly en-
dorse the substance of both your own statement and that of Mr.
Clay, as well as that of my colleague, Dick Clarke, because I think
all of those statements summarize very well the nature of the prob-
lem and where we are today in terms of our capability to deal with
an increasingly serious issue.

I would like to limit my oral remarks today to the part of my
written testimony that deals with where I think the principal
shortcomings are. I think it should be said that there are many
good initiatives going on right now in individual agencies. And
GSRA and FISMA were significant advances on Congress’ part in
dealing with the problem. But I think we have in some respects ac-
tually regressed in recent months in our ability to deal with this
issue.

One of the areas has to do with the fact that with the disman-
tling of the President’s Critical Infrastructure Protection Board and
the Office of Cyberspace Security in the White House—Mr. Clarke’s
former office—there is at the moment a serious void in the execu-
tive branch’s leadership. There is no central locus right now for pol-
icymaking and for coordination of efforts across all of the agencies
at the policy level. I think that will significantly impede the Gov-
ernment’s ability to move forward on this issue.

Many of the responsibilities that had been carried out by the
Board and by Mr. Clarke’s former office are supposed to be carried
out now by the new Department of Homeland Security. But most
of the officials who are supposed to take on those responsibilities
have, to my knowledge, not yet been formally nominated, let alone
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confirmed. And so that void is likely to continue at the leadership
level for several months.

At the operational level, I think we see a similar void. Many dif-
ferent entities in the Government that had some responsibility for
cyber security—including parts of my former organization, the
NIPC; the Critical Infrastructure Assurance Office; and FedCIRC—
all were moved into the Department of Homeland Security on the
theory that the efforts of these organizations should be consolidated
to achieve greater efficiency and effectiveness. The problem, how-
ever, is that for at least some of those entities, in fact, the consoli-
dation is less than meets the eye.

My former organization, the NIPC, was supposed to contribute
over 300 of the positions in the new department that would be fo-
cusing on intelligence analysis and infrastructure protection. In
fact, though, if you examine what actually occurred, it was a trans-
fer of vacant FTEs, not of actual people, because most of the people
stayed at the FBI or found other jobs elsewhere in the Federal Gov-
ernment. And so, in fact, now DHS has a tall order: filling hun-
dreds of job vacancies. And the capabilities that were built up at
the NIPC over the 5-years since its inception have essentially been
dismantled or ramped down considerably because of the lack of per-
sonnel. So, again, given the length of time that hiring of Federal
employees takes, particularly when you add in the need for back-
ground investigations, it is my view unfortunately, that it could
take over a year before we even get back to where we were in
terms of our capability to detect, warn of, and respond to major
cyber attacks.

The other issue I think that needs to be focused on is at the pol-
icy level: what is the Government’s policy with regard to the pri-
vately owned critical infrastructures and how can it induce greater
security of those critical infrastructures? Both the Clinton adminis-
tration and the Bush administration, in my view, have primarily
relied on what I call the “soapbox strategy,” having officials—like
Mr. Clarke, like myself when I was in the Government, like Mr.
Forman—get up on a proverbial soapbox and talk about the seri-
ousness of this problem and urge the owners and operators of infra-
structures to take the problem seriously and do something about it.
I think those efforts have been partially successful in raising
awareness, in getting more attention focused on the problem. But
I think at the end of the day those efforts clearly are not enough.
More needs to be done.

And so I would urge this subcommittee to consider some more
imaginative and more aggressive approaches; perhaps regulation
modelled after HIPAA for health care providers, or the Graham-
Leach-Bliley Act for financial service companies; and perhaps
other, what I would call, softer approaches to incent the market-
place, to create incentives for companies to make more secure prod-
ucts and for owners and operators of infrastructures to take secu-
rity more seriously. Rather than simply saying we do not want to
regulate in this high-tech area, we should at least give serious con-
sideration to measures that would move us beyond the soapbox
strategy. Thank you very much.

[The prepared statement of Mr. Vatis follows:]
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Cyber Security: The Challenges Facing Our Natjon in Critical Infrastructure
Protection

Mr. Chairman, Madam Vice Chair, Ranking Member Clay, and Members of the
Subcommittee. I would like to thank you for the opportunity to testify before you today
on the subject of cybersecurity. This issue is one that has been with us as long as we
have had computers. But it has grown in importance in recent years as both our economy
and our national security become increasingly dependent on the security of computer and
information networks. This is not only a problem for the future. It is a very real problem
right now. And though we face many other challenges to both our economic and national
security today, the problem of cybersecurity is unique in its complexity and in its rapidly
evolving character. I therefore appland this Subcommittee for recognizing the
importance of this issue.

In the immediate aftermath of the terrorist attacks of September 11, 2001,
commentators and government officials described America’s inability to detect and
prevent the terrorists’ plot as a “failure of imagination.” No one imagined, they claimed,
that terrorists would be able to hijack four airliners simultaneously and then crash three of
the four into significant economic and political landmarks. No one could have predicted,
the early story went, that terrorists would deviate from the normal course of hijackings, in
which hostages were taken and used as bargaining chips for some political goal or in
which the objective was simply to blow up the plane in order to kill its passengers.

Soon it became apparent, however, that this explanation was far off the mark. In
fact, the U.S. intelligence community had ample indications that terrorists might attempt
to hijack planes and turn them into guided missiles. In 1994, for instance, Algerian
terrorists hijacked an Air France plane with 227 passengers and crew 'on board, wired it
with explosives, and loaded it with three times the fuel needed to fly from Algeria to
France. Their intention: to use the plane as a bomb and crash it into the Eiffel Tower.
This fact was well known to U.S. intelligence agencies. Those agencies also knew as
early as 1995 that terrorists — including Ramzi Yousef, the mastermind of the first World
Trade Center bombing — had planned to crash a private aircraft into the CIA Headquarters
building in Langley, Virginia. And FBI agents knew for years that suspected terrorists
were taking flying lessons in the United States. By August 2001, some agents and CIA
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officers had come to believe that some of these student pilots might be plotting airline
suicide attacks.

Our Nation’s vulnerability to such attacks was also apparent. It was clear for
years before September 11 that weapons could easily be smuggled onto passenger planes,
and that airplanes could be flown into sensitive airspace. Indeed, in 1994 a man crash-
landed a stolen Cessna on the South Lawn of the White House grounds.

So, the events of September 11 were not unimaginable at all. The vulnerabilities
were evident to anyone who paid attention, and the intentions of terrorists to commit acts
similar to those that occurred on 9/11 had already been demonstrated. We just failed to
take the necessary precautions — such as treating intelligence about suspected terrorists’
flying lessons more seriously or adequately beefing up airport security to make
smuggling a weapon on board a plane more difficult.

September 11 thus reminded us of a painful lesson: that we as a Nation — not just
our law enforcement and intelligence agencies, but the entire Executive Branch,
Congress, the news media, and the public — too often fail to treat new threats seriously
and take the necessary steps to deal with them until after those threats have manifested
themselves, often in catastrophic fashion. It has proven to be too difficult to muster the
political will, avoid the distraction of more immediate concerns, and focus the attention
of enough government officials or public opinion makers on such problems unless and
until a major attack takes place and causes a significant loss of life or major economic

disruption.

The Nation’s response to the possibility of cyber attacks is in some ways an even
more glaring example of this problem. For in the cyber arena, not only can we imagine
serious cyber attacks based on the conjunction of our network vulnerabilities and the .,
known intentions of would-be attackers, but we’ve actually experienced such attacks for
over a decade. As long ago as the 1980s — ancient history in the Internet Age, when
many of today’s younger hackers were still in diapers — we saw the “Morris Worm”
wreak havoc on the early Internet as it spread from computer to computer and caused
victimized systems to cease functioning. We also saw the first known instance of cyber
espionage, as West German hackers stole information from U.S. military networks and
sold it to the Soviet KGB — an episode immortalized in Clifford Stohl’s book, The
Cuckoo’s Egg. And throughout the 1990s and into the early 21 century, we have
witnessed a steady escalation in the number and severity of attacks — ranging from
politically motivated defacements or obstructions of government and private company
websites; to Denial of Service Attacks against e-commerce and online news sites and
Internet domain name root servers; to destructive worms and viruses that have caused
significant harm to companies around the world; to intrusions by organized criminal
groups into university and company networks for the sake of stealing proprietary
information, credit card numbers, or money or to extort the system owner; and to
intrusions into government networks to steal sensitive information. These attacks
demonstrate not only that our information networks remain vulnerable to attack, but also
that myriad bad actors are willing and able to exploit those vulnerabilities.
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Moreover, publicly available information demonstrates that at least several
foreign nation states have developed information warfare programs that could be used to
target vital U.S. systems in the event of military conflict. Indeed, the Director of Central
Intelligence has testified to this fact several times over the last five years. And news
reports confirm what has long been feared — that al Qaeda has at least thought seriously
about engaging in cyber attacks, and may have mapped out potential targets within
America’s critical infrastructures. Thus, while we have not yet — to our knowledge at
least — experienced an actual instance of “cyber terrorism” or “information warfare”
against the United States, if anything the indicators warning of the risk of such attacks
vastly exceed the indicators that existed prior to September 11, 2001 of an aerial assault
on the World Trade Center and Pentagon.

For many years, skeptics have pooh-poohed the cyber threat by saying that the
only real threat comes from American teenagers joyriding on networks or engaging in the
cyber equivalent of vandalism, or that the government has over-hyped the problem in
order to invent new missions in the Post-Cold War world. But if kids can crash networks
through denial of service or worm attacks or obtain system administrator level control of
military or commercial networks, as we’ve seen on numerous occasions, surely it stands
to reason that a sophisticated, and well funded, foreign military or intelligence
organization or a terrorist group could accomplish the same — and much worse.

Of course, to say that cyber networks are vulnerable does not mean that the
critical infrastructures that rely on those networks — such as electrical. power grids,
pipelines, telecommunications switching nodes, hospitals, etc. — are necessarily
vulnerable, or that a cyber attack would have a sufficiently long-lasting, destructive
impact to achieve a terrorist’s or nation state’s military or political objectives. We still do
not actually know the full extent of our critical infrastructures’ vulnerabilities to various
types of cyber attacks and the extent of their potential impact. But it is clear at the least
that computer networks themselves can be intruded into; that information can be stolen or
altered in ways that could profoundly affect public confidence or the economy; that
network functionality can be halted or degraded through denial of sefvice attacks or the
implantation of malicious code; and that reliant infrastructures can be impeded at least
temporarily. The threat is real — we just don’t yet understand the full scope of it, in part
because of the complexity of infrastructures’ reliance on networks and of the
interdependencies among critical infrastructures. And we shouldn’t wait for a major
infrastructure attack to occur before we take steps to truly learn the full scope of our
vulnerability, and to begin shoring up our weaknesses.

Yet, the willingness of both the government and the private sector to dedicate the
attention and resources necessary to deal with the problem effectively has lagged. To its
credit, the federal government did begin, in the mid 1990s, to take the cyber threat
seriously and initiate efforts to address it. After commissioning both an internal group
and a joint public-private commission to study the problem, the Clinton Administration
issued Presidential Decision Directive (PDD) 63 in 1998, which set out the first federal
policy framework and created new government and public-private structures to address
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our vulnerability to cyber attack. In 2000, the White House issued the National Plan for
Information Systems Protection, the first comprehensive strategy to deal with this issue.
The Bush Administration built on these efforts with the creation of the President’s
Critical Infrastructure Protection Board in 2001 and the issuance of a National Strategy to
Secure Cyberspace in February 2003.

Despite the government’s early grasp of the issne, however, its proposed solutions
have not kept pace with the fast growth of the problem. Many of its initiatives have
never received adequate funding to accomplish their assigned tasks. Government
agencies’ efforts to secure their own networks have consistently received failing marks
from congressional watchdogs, including in the most recent report by the General
Accounting Office. And funding for research and development of cybersecurity
technologies has remained, in Representative Sherwood Boehiert’s phrase, a
“backwater.”

After September 11, this situation appeared to be changing, apparently as a result
of the vastly increased concern about all threats to our domestic security. Funding for
some government cybersecurity activities has begun to increase. And research and
development for cybersecurity appears to be poised for significant funding increases,
perhaps by FY 2004, if actual appropriations match the authorization of funding increases
in the Cyber Security Research and Development Act, which was signed into law last

November.

But recent events seem to indicate that the government’s efforts in this area are
seriously regressing. First, with the dismantling of the President’s Critical Infrastructure
Protection Board (PCIPB) and the White House Office of Cyberspace Security, there is
now a gaping void in the Executive Branch’s leadership. There is no longer any central
locus for cyber security policymaking, for implementation of government-wide :
initiatives, or for outreach to private industry. These functions are now supposed to be
carried out mainly by the new Department of Homeland Security. But the positions
responsible for these tasks — including the Undersecretary for Intelligence Analysis and
Infrastructure Protection (IAIP), and the Assistant Secretaries for Intelligence Analysis
(IA) and for Infrastructure Protection (IP), have not yet been formally nominated, let
alone confirmed by the Senate. (In March, President Bush announced his intention to
nominate Frank Libutti for the Undersecretary post, Paul Redmond for Assistant
Secretary for TA, and Robert Liscouski for Assistant Secretary for IP, but has not actually
nominated any of them yet.) The sooner these positions are filled, the quicker the DHS
can begin aggressively addressing the cybersecurity part of its mission.

Even when these positions are filled, though, there will be no office responsible
solely for cybersecurity policy and coordination. Rather, the Administration apparently
intends to treat cybersecurity solely as a component of the broader “critical infrastructure
problem,” which includes vulnerability to physical terrorist attacks. Given the effort and
attention being given to the risk of physical attack during the ongoing “‘war on terrorism,”
it seems quite likely that the lack of an office dedicated to cybersecurity will lead to that
issue’s getting short shrift. Rumors continue to float around Washington that Howard
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Schmidt, the former Vice Chair of the PCIPB and a widely respected expert in the field,
is being considered as a “special advisor” on cybersecurity to Secretary Tom Ridge. But
no decision has yet been made, and even this position would apparently lack any “line
authority” within the Department, and so would not adequately solve the problem.

These changes themselves suggest that the Administration has purposely reduced
the level of priority it is devoting to cybersecurity policy — despite the expected
protestations to the contrary. The uncharacteristically quiet manner in which the National
Strategy to Secure Cyberspace was released (on Friday, February 14) — in contrast to the
public trumpeting of the initial draft of the plan in September 2002 — seems to confirm

this suspicion.

A second area of regression has to do with the loss of operational capability,
particularly in the areas of detection, analysis, and warning of cyber threats. Last month,
several government entities responsible for some aspect of cybersecurity were transferred
to the new DHS, including: the parts of the National Infrastructure Protection Center
responsible for analysis, warning, and outreach (the investigative arm of the NIPC
remains at the Federal Bureau of Investigation); the Critical Infrastructure Assurance
Office (CIAO); the National Communications System; the National
Infrastructure Simulation and Analysis Center; the Energy Assurance
Office; and the Federal Computer Incident Response Center (FedCIRC).
On its face, this consolidation should improve the government’s ability to gather,
analyze and disseminate information regarding vulnerabilities, threats, and incidents, and
to engage with private industry. And it may do so in time. But it appears that at least
some of the consolidation involves less than meets the eye.

For example, with the transfer of most of the NIPC to DHS, over three hundred
positions were moved from the FBI to DHS. Yet, because most of the actual people .,
filling those positions found other jobs at the FBI after the DIIS was first proposed, only
about 10-20 personnel have actually made the move. Thus, for the most part, it is vacant
“FTEs” (full-time equivalents) that have been transferred to DHS, not analysts ready to
hit the ground running. What this means is that the DHS’s capacity to collect information
on cyber threats, analyze the information, and issue warnings is going to be seriously
lacking — despite the valiant efforts of the people at DHS now — until hundreds of jobs are
filled, senior leadership is in place, and the new structure of the IAIP directorate is
worked out and responsibilities assigned. Given how long government hiring usuaily
takes, especially with the necessity of background investigations, it could take a year, or
considerably more, for the DHS even to get back to the level of functionality that the
NIPC had achieved in its five years of existence. Given that the number and severity of
cyber attacks continues to increase, this regression in our warning, analysis and response

capability is troubling.

In another major respect, the government’s efforts have not regressed, but also
have not progressed sufficiently given the magnitude of the problem. When it comes to
addressing the myriad vulnerabilities in the privately owned systems that constitute the
bulk of the Information Infrastructure, the government continues to rely essentially on
what I call the “soapbox strategy”: warning of the urgency of the problem, urging
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hardware and software manufacturers to make more secure products, and cajoling owners
and operators of critical business networks and utilities to devote more attention and
resources to their own cybersecurity. Over the last five years, the government has
consistently and vociferously rejected any talk of regulating vendors or users. And while
it has not completely dismissed the notion of creating market incentives to enhance
security, it has not encouraged such measures either.

The National Strategy to Secure Cyberspace continues in this vein. While it
recognizes “vulnerability reduction” as part of one of its five priorities, the means it
proposes to employ to achieve those reductions are essentially the same as those of the
last Administration — urging “public private partnerships” to share information about
threats and vulnerabilities and develop “best practices” for cybersecurity; and promoting
research and development of more secure information systems. The strategy contains
many good ideas. But I am afraid that without a more imaginative, and aggressive, set of
strategies to implement them, they are likely to remain only ideas.

Good arguments can be, and have been, made against direct government
intervention in this fast-moving, high-tech area. But it seems clear after more than five
years that the “soapbox” strategy is not sufficient — and I say this as a veteran
“soapboxer.” Vulnerabilities in software persist. Attacks continue to increase. And the
possibility of a significant attack by a sophisticated adversary — whether a nation state, a
terrorist group, or a criminal group — remains, and in fact is growing as existing and
potential future adversaries develop cyber attack capabilities. Clearly more is needed to
secure our vulnerable systems. The question is what.

During the course of 2002, the Institute for Information Infrastructure Protection
(I3P), a consortium of 23 leading academic and not-for-profit cybersecurity R&D
organizations, hosted a series of workshops with software and hardware manufacturers,
researchers, large corporate users, infrastructure owners and operators, and government
officials to gather input for a national cybersecurity R&D agenda. During those
workshops, which were focused largely on technical requirements and technology R&D
priorities, it was striking how often experts from all of the communities stressed the need
for changes in the legal, policy, and economic environment that affects cybersecurity.
Without such changes, these experts asserted, advances in technical R&D would never
suffice, because there would not be an adequate market for more secure products and for

new security technologies.

Of course, a catastrophic cyber attack that affected numerous entities could
quickly create such a market. But the goal should be to avoid such an attack, not wait for
one to induce market forces. The question, then, is what measures can be taken to create
or encourage a market for security — one that results in manufacturers making more
secure products and owners of critical networks operating their networks more securely.

At the very least, research is needed to understand better the nature of the security
market and the forces that affect it today and that are likely to affect it tomorrow as
business transactions continue to migrate to the Internet. We must start with a clear
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assessment of the risks and economic costs that stem from cyber insecurity. Again and
again during the I3P agenda development process, we heard that corporate executives and
government officials lack a solid understanding of the true nature of the risk to their
enterprises, including the potential costs of various types of attacks, and of the costs and
benefits of varying levels of security that they could implement. Cost-benefit
calculations are therefore extremely difficult and often forsaken altogether.

Beyond that, we need a better understanding of the potential levers that the federal
and state governments could use to improve the state of security. This is, of course,
where Congress can play a critical role. Direct regulation is of course one possibility.
And indeed, like it or not, some regulation is already occurring, though in limited or
indirect ways. In the Health Insurance Portability and Accountability Act and the
Gramm-Leach-Bliley Act, for example, Congress imposed on health care providers and
financial services firms, respectively, general requirements to take steps to ensure the
security of their electronic systems. These measures were passed not out of a concern for
security per se, but out of concern for protecting the privacy of patient and customer
records stored on companies’ networks. But the effect on the companies is the same as a
regulation of security for security’s sake. In addition, the Federal Trade Commission
brought unfair trading practice actions against — and reached settlements with — Microsoft
and Eli Lilly, claiming that both had misled consumers by not having in place security
measures sufficient to live up to their promises about the security and privacy of
customer information. Both settlements required the companies to institute security
measures, and the FTC’s actions can be viewed as setting de facto security standards for
companies that handle consumer information. Finally, a new California law (effective
July 1, 2003) requires entities conducting business in California to disclose computer
security breaches if the breaches result in unauthorized access to California residents’
unencrypted personal information (such as account, credit card, driver’s license, or social
security numbers). The law also provides for a civil damage action by injured customers
against businesses that violate the new law. This law is likely to have broad national
impact in light of the number of companies that “conduct business” in California. These
varying approaches can be seen as experiments in regulation that might have broader
applicability. At the very least, study is required to determine their efficacy in improving
security, and their costs.

Consideration should also be given to “softer” approaches designed to foster
greater security without stifling technical innovation. These might include tax incentives
to increase network security expenditures; legislation to create or enhance liability on the
part of manufacturers or network operators for negligent actions or omissions that harm
others; insurance requirements or incentives for security investments; requirements for
public companies to include a discussion of potential cyber risks or actual security
breaches in their annual Form 10-K disclosure, in order to promote CEO and Board
attention to security (similar to the approach utilized by the SEC to address Y2K
concerns); and general standards or best practices for hardware and software
manufacturers or certain critical industries. Rather than simply dismiss these types of
approaches out of hand, we should acquire a solid understanding of their pros and cons
and then pursue the best options.
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Finally, the public discussion and understanding of the problem of cybersecurity
would greatly benefit from more precision in terminology. For instance, “cyber
terrorism” should not be used to describe run-of-the-mill web site defacements, network
intrusions, or even denial of service attacks. That term at most should be reserved for
truly destructive cyber attacks that cause death, injury, significant economic loss, or
significant disruption of a critical infrastructure, and that are motivated by a desire to
coerce or intimidate a government or civilian population in pursuit of some political,
religious, or ideological end. To call even low-grade, routine attacks cyber terrorism
risks losing credibility with company executives, government officials, and the general
public — the very people from whom concerted action is needed. And we need to be
careful to distinguish among the various forms of cyber attacks — whether they be cyber
extortion, cyber vandalism, cyber theft, cyber espionage, cyber terrorism, or information
warfare. Some of these already occur on a daily basis (like cyber theft and vandalism);
some are undoubtedly occurring but are not known publicly, or perhaps even by our
intelligence agencies (such as cyber espionage); and some have not yet occurred but are a
distinct possibility (such as cyber terrorism and information warfare). And when we’re
not yet sure how to characterize an attack, we should simply refer to it as a “cyber attack™
until sufficient information is available to understand the nature of the attack and the

motivation of the attacker.

Conclusion

Cyber attacks are a real and growing threat. As the most information technology-
dependent country in the world’s history, we remain uniquely vulnerable to cyber attacks
that could disrupt our economy or undermine our security.” And yet our response as a
society is still stuck in second gear. If we are to deal with this problem effectively, no
options should be taken off the table merely because of fears of political opposition or.the
daunting complexity of the task. Serious study and consideration should be given to
measures that could positively influence the legal, policy, and economic environment in
which information technology is deployed so that our vulnerabilities can be minimized as
efficiently and effectively as possible, without inhibiting technological innovation.
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Mr. PutNaM. Thank you very much.

Our next witness is Mark Forman. Mr. Forman is the Chief In-
formation Officer for the Federal Government. Under his leader-
ship, the U.S. Federal Government has received broad recognition
for its successful use of technology and E-Government. He is
charged with managing over $58 billion in IT investments and
leading the President’s E-Government initiative to create a more
productive, citizen-centric Government.

He is also the leader in the development and implementation of
the Federal information technology policy, and is responsible for a
variety of oversight functions statutorily assigned to the Office of
Management and Budget. He also oversees Executive branch CIOs
and directs the activities of the Federal CIO Council, as well as
chairing or being a member of several key IT-related boards includ-
ing the President’s Critical Infrastructure Board. To improve re-
sults from Federal IT spending, Mr. Forman created a framework
that couples cross-agency teamwork and leadership with a Govern-
ment-wide IT budget decision process built around a results-driven
modernization blueprint.

Mr. Forman is a frequent witness before this subcommittee and
his insight is always very helpful. We are delighted to have you
again with us this morning. Welcome.

Mr. FOorMAN. Thank you, Mr. Chairman. Good morning. I want
to take a moment just to commend Mr. Clarke on what I think is
a truly outstanding career in public service that, as you know, he
has recently retired from. I think his career serves as really a
benchmark for those of us in public service. Clearly, his dedication
to the country, the security of Americans is remarkable and out-
standing, and as an American and personally, I just appreciate his
service so much.

I want to thank you for inviting me to discuss the status of the
Federal Government’s IT security. Cyber security is a top priority
in the administration’s IT and counter-terrorism efforts. The chal-
lenge, as you pointed out, is to provide the maximum protection
while ensuring the free flow of information and commerce and pro-
tecting privacy. I am going to briefly summarize my statement.

First of all, I am pleased to report to you today that the Federal
Government has made substantial improvements in securing the
information and information systems that we protect. Let me do
this by explaining the difference between where we were on Sep-
tember 10, 2001, and where we were 1 year later in September
2002.

September 2001, only 40 percent of Federal systems had up to
date security plans; 1 year later, that was up to 61 percent. Simi-
larly, the number of Federal systems certified and accredited was
at 27 percent in 2001; 1 year later, that was up to 47 percent. The
number of systems with contingency plans, 30 percent in Septem-
ber 2001; September of last year, 53 percent.

There are other significant improvements, and I had a table with
that data in my written testimony, but items such as agencies
using plans of actions and milestones as the authoritative manage-
ment tool to ensure that program and system level IT security
weaknesses are prioritized, tracked, and corrected. These measures
reveal in some cases over 50 percent measured performance im-
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provements since 2001. But they also identify an awful lot of work
to be done.

The administration plans to make significant progress again this
year. In our Clinger-Cohen report, which was Chapter 22 of the
Analytical Perspectives of the President’s 2004 budget, we included
targets for improvement in critical IT security weaknesses by the
end of this calendar year. Some of the key targets: All agencies
shall have an adequate process in place for developing and imple-
menting the plans of actions and milestones to ensure that pro-
gram and system level IT security weaknesses are identified,
tracked, and corrected.

Eighty percent of Federal IT systems shall be certified and ac-
credited.

Eighty percent of the Federal Government’s fiscal year 2004
major IT investments shall appropriately integrate security into
the lifecycle of their investments.

I would like to talk a little bit about funding. Our analysis for
the second year in a row shows that there is not a direct correla-
tion between how much agencies spend on IT security and the
quality of their results. That said, spending on IT security has in-
creased 70 percent since 2002. Federal agencies plan to spend
$4.25 billion this year on IT security, that is 7 percent of the Fed-
eral Government’s overall IT budget and a 57 percent increase
from the $2.7 billion spent last fiscal year. In next fiscal year,
agencies plan to spend $4.7 billion on IT security, and that will rise
to 8 percent of the overall Federal Government IT budget.

I would like to talk very briefly about some of the improvements
and changes in handling cyber security incidents. Last year when
I testified before the Government Reform Committee, I pointed out
that we need to move to respond to threats within 24 hours. And
so we have taken fairly aggressive action to do that.

OMB and the CIO Council have developed and deployed a proc-
ess to rapidly identify and respond to cyber threats and critical
vulnerabilities. CIOs are advised by a conference call as well as fol-
lowup e-mail of specific actions needed to protect agency systems
when a threat has been identified. Agencies must then report to
OMB on the implementation of the required countermeasures. This
emergency notification and response process has been used three
times since the beginning of the year. We started out with the first
vulnerability with a 90 minute cycle time to get the message out
and get affirmative contact back that the process had begun—first
for the Slammer Worm and then for the Sendmail and the IIS
vulnerabilities. As a result of these early alerts, agencies have been
able to rapidly close vulnerabilities that otherwise might have been
exploited.

I would also like to talk a little bit about the integration of
FedCIRC, the National Infrastructure Protection Center and the
Critical Infrastructure Assurance Office [CIAO], under one depart-
ment. That represents an opportunity for the administration to
strengthen the Government-wide processes for intrusion detection
and response through maximizing and leveraging the important re-
sources of these previously separate offices. Now this has only been
in effect for a little over a month. So I think as they produce the
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results of their planning, you will see that there will be significant
action.

Experts agree though, and I would just like to conclude with a
final thought, it is virtually impossible to ensure perfect security of
IT systems. Therefore, we must maintain constant vigilance while
also maintaining the focus, as my colleagues have said, on business
continuing plans. Thank you.

[The prepared statement of Mr. Forman follows:]
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Good morning, Mr. Chairman and Members of the
Committee. Thank you for inviting me to discuss the status
of the Federal government’s IT security. Through the
requirements of the Government Information Security Reform
Act (GISRA) and now the recently enacted Federal
Information Security Management Act (FISMA), Federal
agencies, OMB, the Congress, and the General Accounting
Office (GAO) are able for the first time to clearly
understand the Federal government’s IT security strengths
and weaknesses. For the purposes of today’s hearing, I
will provide the Committee with an update on both the
government-wide progress realized in fiscal year (FY) 2002,
and areas of continuing concern as well as the next steps
OMB is undertaking with agencies to continue IT security
performance gains.

I also wanted to inform you of a noteworthy E-
government milestone. The March 17 Nielsen//NetRatings
report which found that more than one-third of all Internet
users visited a Federal government site in February. This
finding is a clear indicator of the Federal government’s
commitment to maximizing the Internet to communicate with
and provide services to Americans. The challenge that the
Committee highlights at today’s hearing is ensuring that
the information and services are also appropriately secure.

As you know, GISRA has been instrumental in guiding
Federal agencies toward greater IT security performance.
Through GISRA and accompanying OMB guidance we have
established a clear process to ensure effective management
of IT security, sound implementation and evaluation of
programs, procedures, and controls, along with appropriate
and timely remediation of IT security weaknesses. OMB
oversees and enforces these reguirements through
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traditional management and budget processes discussed later
in my testimony.

Government Information Security Reform

GISRA brought together existing IT security
requirements in previous legislation, namely the Computer
Security Act of 1987, the Paperwork Reduction Act of 1995,
and the Information Technology Reform Act of 1996 (Clinger-
Cchen), improving upon these existing requirements.
Additionally, GISRA enacted in statute existing OMB IT
security policies found in OMB Circular A-130 on IT
management and OMB budget guidance in Circular A-11. As a
result, GISRA both integrated and reinforced long-standing
IT security requirements. GISRA also introduced new review
and reporting requirements and defined a critical role for
agency Inspectors General (IGs) to play in independently
evaluating agency IT security. Agency Chief Information
Officers (CIOs) and program officials are responsible for
conducting annual IT security reviews of their programs and
the systems that support their programs. Agency IGs must
perform annual independent evaluations of the agency’s IT
security program and a subset of agency systems. The
results of these reviews and evaluations are reported
annually to OMB and are the basis of OMB’s annual report to
Congress. ‘

In July 2002, OMB provided instructions for Federal
agencies’ reporting the results of their annual reviews and
evaluations. Agencies’ FY 2001 reports established a
baseline of agency IT security status. The FY 2001 and FY
2002 reporting instructions are nearly identical and are
closely aligned with the requirements listed in GISRA.
Additionally, as part of the FY 2002 guidance, OMB, working
with the agencies, took steps to provide the Congress and
GAO with additional information from agency POA&Ms. As a
result, the combination of the GISRA reporting
requirements, OMB’s reporting instructions, and agency
plans of action and milestones (POA&Ms) have resulted in a
substantial improvement of the accuracy and depth of
information provided to Congress relating to IT security.
In addition to IG evaluations, agencies are now providing
the Congress with data from agency POA&Ms and agency
performance against uniform measures.
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The most significant difference in the FY 2002
reporting guidance compared to the FY 2001 was the
introduction of government-wide IT security performance

measures.

Consistent with GAO’s findings,
incorporated within the existing instructions,

measures were
requiring

agencies and IGs in some instances to report the results of
their reviews against the measures.
performance measures,

progress.

as areas of problems are evident.

From agency

responses,

Through these

the Federal government has a clear
picture for the first time of IT security status and
areas of progress as well

As a result, the FY 2002

reports clearly identify Federal agency’s FY 2002 status
and identify both progress made from their FY 2001
benchmark as well as new and remaining weaknesses.

I am pleased to report to you today that the Federal
government has made substantial improvements in securing

its information and information systems.

OMB’ s annual

report to Congress will provide more details but I would
like to provide you with some examples of progress.

example:

increased to 61%.

2002.

Similarly,

In FY 2002,

in FY 2001 to 47%

For

In FY 2001, only 40% of Federal systems had up-to-date
system security plans.

that percentage

in

the number of Federal systems certified and
accredited increased from 27%

EY

Table 1 below provides additional information on the
Federal government’s progress and 1s a subset of what we
expect to include in the annual OMB report.

Table 1. FY 2002 Government-wide IT Security Performance

Total Number

Percentage of systems
assessed for risk and
assigned a level of

Percentage of systems
that have an up-to-

Percentage of systems
authorized for processing
following certification &

Percentage of
systems with a

of Systems risk date IT security plan__|accreditation contingency plan
FYol [ FY02 | Fyol [ Fyo FYol [ Fyo FYOl | FYO2 FYo1 | FY02
7282 {7957 ] 44% | 64% 40% | 61% 27% | 47% 30% | 53%

* Data provided from agencies' FY 2002 GISRA reports to OMB.

While these measures reveal in some cases over 50%
performance improvement from the FY 2001 baseline and

W
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confirm the value of the review and reporting process in
place, they also identify the magnitude of work yet to be
done. The Federal government is heading in the right
direction but the numbers are still too low.

Agency GISRA reports and IT budget materials provide
an update on IT security spending. Federal agencies plan
to spend $4.25B in FY 2003 on IT security, roughly 7% of
the Federal government’s overall IT budget, and a 57%
increase from the $2.7B identified in FY 2002. As FY 2002
was the first budget year in which IT security costs were
reported, this increase is largely attributed to improved
reporting as well as a general increase in IT security.
From the FY 2004 IT budget materials, agencies plan to
spend $4.7B on IT security or 8% of the Federal
government’s overall IT budget of $59B; representing an 11%
increase from FY 2003.

The FY 2002 GISRA reports also identify a number of
other positive outcomes: 1) More Departments are exercising
greater oversight over their bureaus; 2) At many
agencies, program officials, CIOs, and IGs are engaged and
working together; 3) IGs have greatly expanded their work
beyond financial systems and related programs and their
efforts have proved invaluable to the process; and 4) More
agenciles are using their POA&Ms as authoritative management
tools to ensure that program and system level IT security
weaknesses, once identified, are tracked and corrected.

Six Common Government-wide IT Security Weaknesses From F
2001

In the FY 2001 summary report to Congress, OMB
identified six common government-wide weaknesses based on
our review of agency and IG reports. A year later,
progress 1s clearly evident across these six areas and
while additional efforts are still warranted, the Federal
government is heading in the right direction.

1. Increasing agency senior management attention to IT

security. At the end of each fiscal year, agency heads now
submit the security program review to OMB. The conditional

approval or disapproval of agency IT security programs is
directly communicated Dbetween the OMB Director and each
agency head. In addition, OMB used the President’s
Management Agenda Scorecard to focus attention on serious
IT security weaknesses. Through the scorecard, OMB and
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senior agency officials monitor agency progress on a
quarterly basis. As a result, senior executives at most
agencies are paying greater attention to IT security.

2. Development of IT security performance measures. The
absence of government-wide IT security performance measures
was addressed in the FY 2002 reporting instructions. These
high~level management performance measures assist agencies
in evaluating their IT security status and the performance
of officials charged with implementing specific IT security
requirements. Agencies reported the results of their
security evaluations and thelr progress implementing their
corrective action plans according to these performance
measures. These measures are mandatory and help to ensure
that accountability follows authority.

3. Improving security education and awareness. Through
the Administration’s “GolLearn” e-government initiative on
establishing and delivering electronic training, IT
security courses were available to all Federal agencies in
late 2002. Initial courses are targeted to CIOs and
program managers, with additional courses to be added for
IT security managers, and the general workforce.

Additionally, NIST has developed and issued- for review
guidance to agencies on building an IT security awareness
and training program.

4. Increasing 1integration of security into capitail
planning and investment control. OMB continues to
aggressively address this issue through the budget process,
to ensure that adequate security is incorporated directly
into and funded over the life cycle of all’ systems and
programs before funding is approved. Through this process
agencies can demonstrate explicitly how much they are
spending on security and asscciate that spending with a

given level of performance. OMB also provided agencies
guidance in determining IT security costs of their IT
investments. As a result, Federal agencies will Dbe far

better equipped to determine what funding is necessary to
achieve improved IT security performance.

Agencies have made improvements in integrating security
into new IT investments. However, significant problems
remain in regards to ensuring security cof legacy systems.
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5. Working toward ensuring that contractor services are
adequately secure. Through the Administration's Committee
on Executive Branch Information Systems Security of the
President’s Critical Infrastructure Protection Board, an
issue group was created to review this problem and develop
recommendations for its resolution, to include addressing
how security is handled in contracts themselves. This
issue 1is currently under review by the Federal Acquisition
Regulatory Council to develop, for government-wide use a
clause to ensure security is addressed as appropriate in
contracts.

6. Improving process of detecting, reporting, and sharing
information on vulnerabilities. Early response for the
entire Federal community starts with detection of threats,
vulnerabilities and attacks by individual agencies who
report to incident response centers at the Department of
Homeland Security (DHS), DOD, or elsewhere. While it 1is
critical that agencies and their components report all
incidents 1in a timely manner it 1is also essential that
agencies actively install corrective patches for known

vulnerabilities. To further assist agencies in doing so,
the Federal Computer Incident Response Center (FedCIRC)
awarded a contract on patch management. Through this work
FedCIRC will be able to disseminate patches to all agencies
more effectively. To date, 19 of the 24 Chief Financial
Officer Act agencies have established patch authentication
and distribution accounts. There are currently 176 active

users 1in these agencies, and that number is increasing
steadily as this new service continues to be implemented.

In addition, FedCIRC has implemented a 7X24 emergency
notification process to rapidly alert agency CIOs to
emerging cyber threats and critical vulnerabilities. CIOs
are notified of specific actions needed to protect agency
systems and agencies must then report to OMB on the
implementation of the required countermeasures. The
emergency notification and reporting process has been used
three times since the beginning of the year - first for the
Slammer Worm and then - for - the Sendmail ahd = IIS
vulnerabilities. As a result of these early alerts,
agencies have been able to rapidly close vulnerabilities
that otherwise might have been exploited. As FedCIRC and
related organizations have moved to DHS, additional
progress 1is being made on sharing information needed for
Federal agencies to respond to vulnerabilities and cyber
threats.
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IT Security and E-government Initiatives

OMB’s work on Expanding E-Government under the
President’s Management Agenda identifies IT security as a
key issue. Two of the initiatives, E-Training and E-
Authentication, provide significant opportunities for
leveraging the Federal government’s resources to improve IT
security. The benefits of the E-Training initiative were
identified above. Through the E~Authentication e-
government initiative, the Administration deployed and
tested a prototype e-Authentication capability in
September. Applications are in the process of being
migrated to this service, which will allow for the sharing
of credentials across government and allows for secure
transactions, electronic signatures, and access controls
across government. The full capability is expected in
September 2003. T

Improvements in Critical Infrastructure Protection and
Federal Incident Response

Experts agree that it is virtually impossible to ensure
perfect security of IT systems. Therefore in addition to
constant vigilance on IT security we require agéncies to
maintain business continuity plans. OMB directed all large
agencies to undertake a Project -Matrix review to ensure
appropriate continuity of operations planning in case of an
event that would impact IT infrastructure. Project Matrix
was initially developed by the Critical Infrastructure
Assurance Office (CIAO) of the Department of Commerce. As
you know the CIAC and its functions were transferred to
DHS. A Matrix review identifies the critical assets within
an agency, prioritizes them, and then identifies
interrelationships with other agencies or the private
sector.

Coordination of the Federal government’s cyber
security and critical infrastructure protection.efforts
continues under the leadership of the new Homeland Security
Council’s (HSC) Special Assistant to the President for
Critical Infrastructure Protection, and the Assistant
Secretary for Infrastructure Protection at DHS (who is
responsible for cybersecurity coordination within DHS), in
partnership with OMB. OMB works with the HSC and DHS, and
all Federal agencies to ensure that through IT security
policy and management and budget processes, our critical
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operations and assets are appropriately identified along
with the resources necessary to secure them. We are also
working with DHS to improve the Federal government’s
response to cyber attacks, and vulnerabilities. The
integration of FedCIRC, the National Infrastructure
Protection Center (NIPC), and the CIAO under one
Department, partnering with the Science and Technology
directorate on research and development needs, presents an
opportunity for the Administration to strengthen
government-wide processes for intrusion detection and
response through maximizing and leveraging the important
resources of these previously separate offices.

Continuing Efforts to Improve IT Security

Budgeting for IT Security

All Federal systems reqguire security. To identify the
appropriate security controls, agencies must first assess
the risks to their information and systems. Security must
be incorporated into the life-cycle of every IT investment.
As part of the IT business case (Form 300) for major
systems, agencies report on that risk as well as their
compliance with security requirements, i.e., development of
security plans and certification and accreditation.

Failure to appropriately incorporate security in new and
existing IT investment automatically requires it be scored
as “at-risk”. As a result, that system is not approved to
proceed for the fiscal year in which the funds were
requested until the security weaknesses are addressed. As
of the submission of this report, there are approximately
700 systems in the FY 2004 budget, totaling nearly $19
billion, at-risk either solely or in part due to IT
security weaknesses. Additionally, many agencies are not
adequately prioritizing their IT investments and therefore
are seeking funding to develop new systems while
significant security weaknesses exist in their legacy
systems. OMB will assist agencies in reprioritizing their
resources through the budget process.

Government-wide IT Security Milestones

OMB set targeted milestones for improvement for some
of the critical IT security weaknesses and included them in
the President’s FY 2004 budget. Targets for improvement
include: :
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e More agencies must establish and maintain an agency-wide
process for developing and implementing program and system
level plans. Plans of action and milestones must serve as
an agency’s authoritative management tool, to ensure that
program and system level IT security weaknesses, once
identified, are tracked and corrected. By the end of 2003,
all agencies shall have an adequate process in place.

e Many agencies find themselves faced with the same security
weaknesses year after year. They lack system level
security plans and certifications. Through the budget
process, OMB will continue to assist agencies in
prioritizing and reallocating funds to address these
problems. By the end of 2003, 80 percent of Federal IT
systems shall be certified and accredited.

e While agencies have made improvements in integrating
security into new IT investments, significant problems
remain in ensuring security of new and in particular,
legacy systems. By the end of 2003, 80 percent of the
Federal Government’s FY 2004 major IT investments shall
appropriately integrate security into the lifecycle of the
investment.

Department-wide Plan of Action and Milestone Process

Clearly, the more reviews agencies and IGs conduct,
the more weaknesses they will find. As a result agency and:
IG reports are identifying an increased number of IT
security weaknesses. To ensure that appropriate and timely
corrective actions are taken, OMB guidance directs Federal
agencies to develop POAgMs for every program and system
where an IT security weakness has been found. POA&Ms must
serve as an agency’s authoritative management tool, to
ensure that program and system level IT security
weaknesses, identified by the agency, IG, GAO, or OMB, are
prioritized, tracked, and corrected. These plans must be
developed, implemented, and managed by the agency official
who owns the program or system (program official or CIO
depending on the system) where the weakness was found.
System-level POA&Ms must also be tied directly to the
budget request for the system through the IT business case.
This is an important step that ties the justification for
IT security funds to the budget process.
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Expanding E-Government under the President’s Management
Agenda

To ensure successful remediation of security
weaknesses throughout an agency, every agency must maintain
a central process through the CIO’'s office to monitor
agency compliance. OMB’s draft FY 2003 guidance to
agencies for reporting under FISMA will direct agency IGs
to verify whether or not an agency has a process in place
that meets criteria laid out in OMB guidance. OMB has and
will continue to reinforce this policy through the budget
process and the President’s Management Agenda Scorecard.

An IG approved agency-wide POA&M process is one of a number
of milestones necessary for agencies to improve their
status on the Expanding E-Government Scorecard.

IT Security Performance Measures

OMB will also incorporate the performance measures I
discussed earlier into the quarterly POA&M reporting,
coinciding with the Scorecard assessment. Agencies will
report each quarter on their progress, by bureau, against
those measures.

Conclusion

GISRA has clearly had a tremendous impact on the state
of Federal IT security. The framework and processes in law
and OMB policy have reinforced the importance of
management, implementation, evaluation, and remediation to
achieving real IT security progress. Due to the significant
work of Federal agencies and IGs, along with thé Congress
and GARO, we are able to point to real advancement in
closing the Federal government’s IT security performance
gaps. With all of that progress, we still have a long way
to go to appropriately secure our information and systems.
Many pervasive IT security weaknesses remain, leaving the
Federal government with unacceptable risks. OMB will
continue to work with agencies, Congress, and GAO to ensure
that appropriate risk-based, and cost-effective IT security
programs, policies, and procedures are in place to secure
our operations and assets.
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Mr. PutNaM. Thank you very much, Mr. Forman. I thank all of
our panelists. We will get right to the questions.

All of you have touched on the simple fact that most of the criti-
cal infrastructure is controlled by the private sector. Mr. Vatis, in
particular, singled out the need for an aggressive innovative ap-
proach that goes beyond merely the soapbox to incent or coerce
greater accountability and compliance, greater focus on cyber secu-
rity in the private sector. Could you elaborate a little bit more, be-
ginning with Mr. Vatis, and then the other two as well, on the best
way for the Federal Government to approach the regulation of and
the incentivizing of better cyber security in the private sector.

Mr. VaTis. Mr. Chairman, thank you. I do not have any particu-
lar silver bullet that I think is the answer to the problem. But I
think there are a number of ideas that have been discussed but
over the past few years have basically been dismissed out of hand
because of the fear of even getting into anything that might smack
of regulation. So what I am really urging is a considered study of
several different options. The fact of the matter is we do have some
instances of direct regulation, of coercion, if you will, that are al-
ready in place but which were not instituted for security’s sake, per
se, but more out of a concern for privacy: of HIPAA and Graham-
Leach-Bliley, for example.

So I think one thing that should be done is to study those acts
as they are implemented to see if they actually result in a net in-
crease of security, and if so, at what cost, in terms of efficiency or
other things. I think there are other ideas that have been talked
about, such as requiring disclosure of security plans for security
breaches by companies that suffer breaches so that there is a fur-
ther incentive to take security seriously. Because what we have
seen over the years again and again and again is that many com-
panies are simply sweeping the problem under rug so that it does
not become public. I think if there were some sort of disclosure re-
quirement, as the State of California, for example, is now institut-
ing for companies that do business in that State, as of this sum-
mer, that could create an additional incentive. Requiring disclosure
of plans in a 10k form for publicly traded companies is another
idea that has been talked about. Tax incentives for upgrading of
technology to address security is another idea. Best practices for
hardware and software manufacturers.

So there are many ideas. I think the wonderful congressional
staff that are out there are a good resource to look into these ideas.
And some of the Federal R&D moneys should be devoted not just
to technical R&D, but to research into the legal, policy, and eco-
nomic factors that affect the implementation of technical security
requirements.

Those are some of the things that I would urge.

Mr. PutNaM. Mr. Clarke.

Mr. CLARKE. Mr. Chairman, I think we want to avoid regulation
here. The thought of having a Federal cyber security regulation
agency and a Federal cyber security police scares me to death. But
I think there are some things we can do to stimulate the private
sector without regulation. One, Michael just mentioned, is we can
have the SEC do what it did for Y2K, which is to require that pub-
licly traded companies have in their reports a report against some
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set of auditing standards that the auditing industry could come up
with, a report on their performance. Now we do not want their se-
curity plans revealed publicly and we do not want them to have to
report individual incidents. But they ought to get a grade from an
outside auditing firm, IT security auditing firm, and that ought to
be reported as part of their public annual disclosure. That had a
great effect during Y2K and we ought to think seriously about ask-
ing the SEC to look into that.

Similarly, cyber insurance could have a big effect. The insurance
industry could set standards for cyber security insurance and the
rates that they charge could reflect how good a company is doing.
Requiring certain kinds of companies that are doing business with
the Federal Government, not small businesses, but larger busi-
nesses to have cyber security insurance would have an enormous
effect on the market.

Mr. PurNnaM. Before we go to Mr. Forman, let me followup on
that. You mentioned as part of your 10 point plan in your testi-
mony the need for any congressional action on terrorism risk insur-
ance to include a cyber insurance provision. Presumably, that
would have some type of Federal backstop or subsidy in that risk
insurance, and you mentioned that alone would raise the bar of se-
curity on the cyber side. But you differ from Mr. Vatis in saying
that companies should not have to report breaches of security. Why
is that?

Mr. CLARKE. I do not think you want to have specific breaches
of security reported because I think it gives too much information
to the people who want to do the breaches. I think what you want
is an overall grade. All too often when there is one minor security
violation that gets into the press because it has been reported, a
company suffers disproportionately from what its real security
problem is. So I do not think you want to force companies to report
individual security violations, but to report an overall grade on per-
formance.

The Cyber Risk Insurance Act, of course, has passed. The com-
mittee language suggests it covers cyber security. That is not clear
in the language of the bill. But the real problem with cyber insur-
ance right now is it is not clear that there is a Federal backstop
against catastrophic terrorism as there is for other forms of terror-
ism, and there really is not a decent actuarial data base yet that
allows underwriters to decide on what policy should be. So if the
Government could collect information, statistics, or, better yet, get
someone like Mike to do it, not have a Government agency do it,
but somebody, Carnegie Mellow, Dartmouth, someone to collect
enough information so that the underwriters in the insurance in-
dustry would feel better writing more policy, and requiring when
they do write policy that companies live up to certain standards
and best practices, that would go a long way.

Mr. PurNaM. How would you have an actuarially sound policy if
breaches are not required to be reported?

Mr. CLARKE. Not reported publicly. I think they should be re-
ported perhaps in an anonymized way to a third party.

Mr. PutNaM. Mr. Forman.

Mr. FORMAN. I think you have to look at a couple of factors. First
of all, you have got to ask what is the market failure here. We be-
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lieve that normal market approaches would not suggest regulation
if there is something holding the companies accountable in the
marketplace. In other words, if a company loses customers because
they are not protecting their security well, then we expect normal
marketplace forces to work. And I think there is pretty strong evi-
dence of that. If you look at a couple years ago, we had firewalls,
we had antivirus technology. By looking at the growth over the last
year and the trends in the marketplace on how to protect against
cyber threats, well, threat management systems and software, and
then highly reliable redundant systems that leverage the architec-
ture of the internet so it is moved out of the security technology
realm into hosting and other architecture tools; companies such as
Akamai growing terrifically fast. So it is clear the marketplace will
respond.

I would give you a couple of thoughts on the issue. First of all,
are the issues essentially related to criminal type threats. Those
may not be made public for a number of reasons. But that may be
something to deal with and look at as a tradeoff between how do
we associate law enforcement structures, is that right for the inter-
net age. And the other is what do you do about organized cyber ter-
rorism. You have different Government roles and responsibilities
issues there. That should basically guide, we believe, the regulatory
answer to the question of whether regulation is even needed in the
first place.

Mr. PurNAM. Mr. Clarke and Mr. Vatis both alluded to or specifi-
cally said that we do not have a centralized mechanism in the Fed-
eral Government for overseeing cyber security compliance, cyber se-
curity coordination and collaboration. So are you satisfied with the
current framework that calls for its placement in Homeland Secu-
rity, or is it still too diffused between FBI and Homeland Security
and OMB and other agencies?

Mr. FORMAN. There are two parts of the picture I think that you
have to look at. First of all, we do spend an awful lot of money.
We are the world’s largest buyer of information technology. So have
we got enough central focus and the right structures in place, I am
very confident now, and I think the data show, we are able to track
and measure the gaps in cyber security, we are able to hit the cycle
time that we are looking for.

I do not know that private sector industries have anything like
that. We can focus because we do have an organizational structure.
So the question is when you get into the other industries, should
it be dealt with on an industry by industry approach, should it be
dealt with on a company by company approach. And there is a real
question on what that structure should be. I think that was thor-
oughly vetted in creation of the Information Integration and Infra-
structure Assurance under secretariat, it was vetted within the ad-
ministration, it was vetted within the House and the Senate.

Now one thing that I should correct for the record. The under
secretary is a confirmed position. But the assistant secretary that
has key responsibilities here is an appointed position. And that
person is in his job now, Bob Wiskowski, and he has been there a
couple of weeks. He comes from Coca Cola and, of course, people
would say the formula for Coke is one of the most protected secrets
in the world today. So there is an interesting background that he
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brings. But, again, the department has only been up for several
weeks now. I think when you see their go forward plan, you will
see how they have integrated things, building on the successes and
giving some innovation to that as well.

Mr. PutNAM. Mr. Vatis, do you want to comment on that?

Mr. Vat